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OSS-Fuzz: Goals

Find security and 
stability bugs with 
modern fuzzing and 
scalable distributed 
execution

Give developers an 
easy self-service 
fuzzing platform and 
encourage quality 
integrations with 
rewards program

Ensure that all security 
vulnerabilities are fixed 
within a reasonable 
timeframe



OSS-Fuzz: History

○ Dec 2016: Launched with C/C++ support and sample projects

○ May 2017: OSS-Fuzz Integration Rewards for developers

○ Feb 2019: Open-sourced ClusterFuzz infra that powers OSS-Fuzz

○ Sep 2019: Go fuzzing support using go-fuzz

○ Mar 2020: FuzzBench: Fuzzer Benchmarking as a Service

○ Jun 2020: Rust fuzzing support using cargo-fuzz

○ Summer 2020: Fuzzing Internships for Open Source Software

○ Dec 2020: Python fuzzing support using Google’s Atheris

○ Mar 2021: Java fuzzing support using Code Intelligence’s Jazzer (NEW!)

https://opensource.googleblog.com/2016/12/announcing-oss-fuzz-continuous-fuzzing.html
https://opensource.googleblog.com/2017/05/oss-fuzz-five-months-later-and.html
https://security.googleblog.com/2019/02/open-sourcing-clusterfuzz.html
https://google.github.io/oss-fuzz/getting-started/new-project-guide/go-lang/
https://security.googleblog.com/2020/03/fuzzbench-fuzzer-benchmarking-as-service.html
https://google.github.io/oss-fuzz/getting-started/new-project-guide/rust-lang/
https://security.googleblog.com/2020/10/fuzzing-internships-for-open-source.html
https://opensource.googleblog.com/2020/12/announcing-atheris-python-fuzzer.html
https://security.googleblog.com/2021/03/fuzzing-java-in-oss-fuzz.html


Usual Fuzzing Workflow

○ Learn build system

○ Write fuzz targets

○ Create builds with memory instrumentation

○ Run fuzz targets at scale

○ Analyze, de-duplicate and file crashes

○ Verify vulnerability fixes

○ Notify consumers of fixed vulnerabilities



Simplified Fuzzing Workflow

○ Learn build system

○ Write fuzzer unittest (<100 LoC)

✓ Create builds with memory instrumentation

✓ Run fuzz targets at scale

✓ Analyze, de-duplicate and file crashes

✓ Verify vulnerability fixesO
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✓ Notify consumers of fixed vulnerabilities
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OSS-Fuzz: Results

○ 420 OSS projects

○ 6,000 security vulnerabilities

○ 22,000 functional bugs

○ 100,000 cpu cores



Collaboration with                   



Jazzer – A Modern Fuzzer for Java

○ Coverage-guided: based on libFuzzer & JaCoCo

○ In-process: very fast (~1M exec/s on empty target)

○ Bytecode instrumentation: no sources required

github.com/CodeIntelligenceTesting/jazzer

https://github.com/CodeIntelligenceTesting/jazzer


Jazzer’s Advanced Features

Tried and tested libFuzzer features:

○ Minimization with deduplication

○ Parallel fuzzing in fork mode

○ Value profile

Additional Java smarts:

○ Pure Java reproducers

○ “Keep going” mode

○ Method hooking framework



public class ExampleFuzzer {
  private static String base64(byte[] input) {
    return Base64.getEncoder().encodeToString(input);
  }
  private static long insecureEncrypt(long input) {
    long key = 0xefe4eb93215cb6b0L;
    return input ^ key;
  }
  public static void fuzzerTestOneInput(FuzzedDataProvider data) {
    if (base64(data.consumeBytes(6)).equals("SmF6emVy")) return;
    long[] plaintextBlocks = data.consumeLongs(2);
    if (plaintextBlocks.length != 2) return;
    if (insecureEncrypt(plaintextBlocks[0]) != 0x9fc48ee64d3dc090L) return;
    if (insecureEncrypt(plaintextBlocks[1]) != 0x888a82ff483ad9c2L) return;
    throw IllegalStateException("not reached");
  }
}

Cracking All the Checks



$ ./jazzer --cp=. --target_class=ExampleFuzzer -use_value_profile=1
...
#2426817 REDUCE cov: 12 ft: 324 corp: 291/5492b lim: 4096 exec/s: 606704 rss: 312Mb L: 22/27 MS: 1 EraseBytes-
#2477313 REDUCE cov: 12 ft: 324 corp: 291/5490b lim: 4096 exec/s: 619328 rss: 316Mb L: 22/27 MS: 1 EraseBytes-
#2506214 REDUCE cov: 12 ft: 324 corp: 291/5489b lim: 4096 exec/s: 501242 rss: 319Mb L: 23/27 MS: 1 EraseBytes-
#2561055 REDUCE cov: 12 ft: 324 corp: 291/5488b lim: 4096 exec/s: 512211 rss: 324Mb L: 22/27 MS: 1 EraseBytes-

== Java Exception: java.lang.IllegalStateException: not reached
at ExampleFuzzer.fuzzerTestOneInput(ExampleFuzzer.java:17)

DEDUP_TOKEN: 985e7866de639615
== libFuzzer crashing input ==
MS: 1 ChangeBinInt-; base unit: 176d76cac0d2d25c007fdffd6758a992a4fe919f
0x4a,0x61,0x7a,0x7a,0x65,0x72,0x20,0x76,0x61,0x6c,0x75,0x65,0x20,0x70,0x72,0x6f,0x66,0x69,0x6c,0x69,0x6e,0x67,
Jazzer value profiling
artifact_prefix='/tmp/'; Test unit written to /tmp/crash-293dc3aec0ffd72fbdf63dce2a853976a787920c
Base64: SmF6emVyIHZhbHVlIHByb2ZpbGluZw==
reproducer_path='/tmp'; Java reproducer written to /tmp/Crash_293dc3aec0ffd72fbdf63dce2a853976a787920c.java

Cracking All the Checks



Why Fuzz Java?

Functional bugs:

○ Uncaught exceptions

○ Assertions

○ Inconsistent implementations 

(differential fuzzing)

Security issues:

○ Infinite loops

○ OutOfMemoryError

○ XSS (Frameworks, Sanitizers, …)

○ RCE (Jakarta, Serialization, …)

○ ...



<script>
  const config = {"foo": true, "bar": [1, 2]};
  doThings(config);
</script>



public static void fuzzerTestOneInput(FuzzedDataProvider data) {
  String input = data.consumeRemainingAsString();
  String safeJson;
  try {
    safeJson = JsonSanitizer.sanitize(input, 10);
  } catch (Exception e) {
    return;
  }
  assert !safeJson.contains("</script")
      : new FuzzerSecurityIssueHigh("Output contains </script");
}



XSS in json-sanitizer (CVE-2021-23899)

b</\script><\script>alert(`Jazzer_XSS`);//

<script>
  const config = "b</script><script>alert(`Jazzer_XSS`);//";
  doThings(config);
</script>



public byte[] readFully(int length) throws IOException {
  byte[] b = new byte[length];
  int bytesRead = read(b);
  while (bytesRead < length)
  {
    bytesRead += read(b, bytesRead, length - bytesRead);
  }
  return b;
}

Where could the bug hide?



Infinite Loop in Apache PDFBox (CVE-2021-27807)

public byte[] readFully(int length) throws IOException {
  byte[] b = new byte[length];
  int bytesRead = read(b);
  while (bytesRead < length)
  {
    bytesRead += 0;
  }
  return b;
}



Infinite Loop in Apache PDFBox (CVE-2021-27807)

public static void fuzzerTestOneInput(byte[] input) {
  try {
    Loader.loadPDF(input, null, null, null,
      MemoryUsageSetting.setupMainMemoryOnly(100_000_000));
  } catch (IOException ignored) { }
}



Infinite Loop in Apache Commons Compress

public static void fuzzerTestOneInput(byte[] input) {
  try {
    new TarFile(input).close();
  } catch (IOException ignored) {}
}

TarFile allowed negative sizes for file metadata.

Jazzer produced a .tar with claimed metadata size -METADATA_LENGTH.



Infinite Loop in Apache Commons Compress

java.lang.OutOfMemoryError: Java heap space
    at java.base/sun.nio.cs.UTF_8.newDecoder(UTF_8.java:70)
    at org.apache.commons.compress.archivers.zip.NioZipEncoding.newDecoder(NioZipEncoding.java:182)
    at org.apache.commons.compress.archivers.zip.NioZipEncoding.decode(NioZipEncoding.java:135)
    at org.apache.commons.compress.archivers.tar.TarUtils.parseName(TarUtils.java:311)
    at org.apache.commons.compress.archivers.tar.TarUtils.parseName(TarUtils.java:275)
    at org.apache.commons.compress.archivers.tar.TarArchiveEntry.parseTarHeader(TarArchiveEntry.java:1550)
    at org.apache.commons.compress.archivers.tar.TarArchiveEntry.<init>(TarArchiveEntry.java:554)
    at org.apache.commons.compress.archivers.tar.TarArchiveEntry.<init>(TarArchiveEntry.java:570)
    at org.apache.commons.compress.archivers.tar.TarFile.getNextTarEntry(TarFile.java:250)
    at org.apache.commons.compress.archivers.tar.TarFile.<init>(TarFile.java:211)
    at org.apache.commons.compress.archivers.tar.TarFile.<init>(TarFile.java:94)



Jazzer: Results

○ >50 bugs found

○ >15 OSS projects fuzzed

○ 8 security issues

○ 5 CVEs



Thank You!


