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Typical Challenges of Web Fuzzing in a Single Piece of Code

Structured Inputs

| @RestController |«
@S1f4j
public class Assignment5 extends AssignmentkEndpoint {
/[]...
[@PostMapping("/challenge/S")
@ResponseBody
public AttackResult 1ogin4@RequestParam String username_login][@RequestParam String password_login} {
[]...
if (!"Larry".equals(username_login)) {
return failed(this).feedback("user.not.larry").feedbackArgs(username_login).build();

}
[]...

PreparedStatement stmt = connection.prepareStatement("select password from users where userid = '"
username_login + "' and password = '" + password_login + "'");
ResultSet resultSet = statement.executeQuery();

[]...
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Typical Challenges of Web Fuzzing in a Single Piece of Code

@RestController
@S1f4j
public class Assignment5 extends AssignmentEndpoint {
[]...
@PostMapping("/challenge/5")
@ResponseBody
public AttackResult login(@RequestParam String username_login, @RequestParam String password_login) {
[]...
if (!"Larry".equals(username_login)) {
return failed(this).feedback("user.not.larry").feedbackArgs(username_login).build();

¥

[/

PreparedStatement stmt = connection.prepareStatement('"select password from users where userid = '" +
username_Llogin + "' and password = '" + password_login + "'");

ResultSet resultSet :[statement.executeQuery(); ]

/...
} \ Bug Detectors for

) OWASP Vulnerabilities
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Typical Challenges of Web Fuzzing in a Single Piece of Code

@RestController
@S1f4j
public class Assignment5 extends AssignmentEndpoint { Many Such Checks
//]...
@PostMapping("/challenge/5")
@ResponseBody
public AttackResult 1o
//]...
[if (!"Larry".equals(username_login))]{
return failed(this).feedback("user.not.larry").feedbackArgs(username_login).build();

in(@RequestParam String username_login, @RequestParam String password_login) {

¥

//...

PreparedStatement stmt = connection.prepareStatement("select password from users where userid = '"
username_login + "' and password = '" + password_login + "'");

ResultSet resultSet = statement.executeQuery();

//...
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Challenge 4: Containers, Kubernetes and more Complexity for Deployment

version: '2.0"

services:
webgoat:
image: webgoat/webgoat-8.0
user: webgoat
environment:
— WEBWOLF HOST=webwolf
- WEBWOLF PORT=9090
- spring.datasource.url=jdbc:postgresqgl://webgoat db:5432/webgoat?user=webgoaté&password=webgoat
- spring.datasource.username=webgoat
- spring.datasource.password=webgoat
- spring.datasource.driver-class—-name=org.postgresqgl.Driver
— spring.jpa.properties.hibernate.dialect=org.hibernate.dialect.PostgreSQLl10Dialect WHEN I SEE A KUBERNETES
- webgoat.server.directory=/home/webgoat/.webgoat/ MEME ON TWI-I_I-ER
- webgoat.user.directory=/home/webgoat/.webgoat/
ports:
"8080:8080™"
webwolf:
image: webgoat/webwolf
environment:
- spring.datasource.url=jdbc:postgresqgl://webgoat db:5432/webgoat?user=webgoaté&password=webgoat
- spring.datasource.username=webgoat
- spring.datasource.password=webgoat
- spring.datasource.driver-class—-name=org.postgresqgl.Driver
— spring.jpa.properties.hibernate.dialect=org.hibernate.dialect.PostgreSQLl10Dialect
ports:
- "9090:9090"
webgoat db:
image: postgres:10.12
# Uncomment to store the state of the database on the host.

# volumes:
# - ./database:/var/lib/postgresqgl
environment:

— POSTGRES PASSWORD=webgoat
— POSTGRES USER=webgoat
- POSTGRES DB=webgoat
ports:
"5432:5432"
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Challenge 1: We need structured inputs

e \Web protocols are pretty standardized

REST

Web Forms
SOAP
GraphQL

O O O O

e Solution

O Structure-aware fuzzing
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Solution 1: Let’s Bring Structure-aware Fuzzing into Web

Feedback

Gi& Jazzer

_ Application

_ _ Fuzzer-generated Requests under Test
Endpoint Details

> Web Grammars
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Challenge 2: We need to find OWASP Issues

e \We're interested in special classes of security issues

o OWASP Top 10
o OWASP APl Top 10

e Blackbox testing has false positives

e Solution:

o Instrumentation-based bug detections

o |Integrating with other DAST tools

code intelligence

@KhaledYakdan Yff


https://twitter.com/fhenneke

Solution 2: Combine Coverage-based Fuzzing w/ Existing Tooling ‘

Instrumentation Feedback

)
Gw Jazzer _ Application
Fuzzer-generated Requests Instance 2
Endpoint Details
Web Mutator
Interesting
Requests
Generated
Requests
Dynamic Analysis Tool-generated Requests Application
Tool Instance 1
code intelligence 10
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Solution 2: Instrumentation-based Bug Detectors

@RestController
@S1f4j
public class Assignment5 extends AssignmentEndpoint {
//]...
@PostMapping("/challenge/5")
@ResponseBody
public AttackResult login(@RequestParam String username_login, @RequestParam String password_login) {
//]...
if (!"Larry".equals(username_login)) {
return failed(this).feedback("user.not.larry").feedbackArgs(username_login).build();

¥
//...
PreparedStatement stmt = connection.prepareStatement("select password from users where userid = '" +
username_login + "' and password = '" + password_login + "'");
ResultSet resultSet :[statement.executeQuery();
//...
¥
} Intercept calls at runtime and
perform checks
code intelligence 11
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Challenge 3: How to handle checks?

@RestController
@S1f4j

public class Assignment5 extends AssignmentEndpoint { Solution 3: Jazzer handles this out of the box
//...
@PostMapping("/challenge/5")

@ResponseBody
public AttackResult 1o
//]...
[if (!"Larry".equals(username_login))]{
return failed(this).feedback("user.not.larry").feedbackArgs(username_login).build();

in(@RequestParam String username_login, @RequestParam String password_login) {

¥

//...

PreparedStatement stmt = connection.prepareStatement("select password from users where userid = '
username_login + "' and password = '"" + password_login + "'");

ResultSet resultSet = statement.executeQuery();

//...
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Result: Effective Testing and Detailed Bug Reporting

Organizations

& PROJECT
Filters

Types
€ Vulnerability

X% Bug

/\ Code Smell

Severity

N Critical
~ High
— Medium

Low

PROJECT

WebGoat

EXPORT PDF ‘ v ‘ Y master with 3 findings ~

Type Severity Location
v @ SQL Injection A Critical webgoat-lessons/.../SqlinjectionLesson4.java:52 ¥ DEBUG
A @ SQL Injection /N Critical [webgoat-lessons/.../AssignmentS.java:67 ] ¥ DEBUG
DETAILS STACKTRACE INPUT DESCRIPTION USEFUL LINKS
( )
Method: POST Uri: /challenge/5?username_login=Larry&password_login=%27z
Content type: text_html
Body: =
. J

v @ Cross Site Scripting

v @ Application Error Disclosure
v @ Parameter Tampering

v m Exception Policy Violation

v {T¥ Information Disclosure

A High

— Medium

— Medium

Low

Low

POST /WebGoat/CrossSiteScripting/phone-home-xss

GET /WebGoat/Challenge.lesson.lesson

POST /WebGoat/register.mvc

webgoat-container/.../UserValidator.java:31 ¥ DEBUG

POST /WebGoat/challenge/5
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Challenge 4: Complex Setup & Deployment

e Microservices architecture

e Complex deployments

o Multiple processes
o Kubernetes

o OpenShift
O

Special protocol for internal communication

=} kubernetes

0 OPENSHIFT

code intelligence
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Fuzzer

Solution 4: How to handle complex deployments

——_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—~

Instrumentation Feedback Java
| Agent

Microservice 1

Microservice 2

APl Gateway

—_—_—_—_—_—_—_—_—_—_—_

Java
\\ Instrumentation Feedback Agent

Microservice n

s—_—_—_—_—__—_—_—_—_—_—_—_—_—_—_—_—_—_—_—

code intelligence

@KhaledYakdan Yff

—_—_—_—_—_—_—_—_—_—_—_—_——


https://twitter.com/fhenneke

Fuzzing most Effective when Performed Continuously!

Fuzzing sql injection #4
% Open . L : ' —
simonresch wants to merge 12 commits into master ffom fuzzing_sql_injection [

. Merge branch 'master' into action-test

@ update rite

. Merge branch 'master' into fuzzing_challenge5

‘ Merge branch 'master' into fuzzing_challenge5

¢—Q—o—o—¢

Update .gitignore

)
Gl) cifuzz bot commented on Jan 21

° Found "SQL Injection" while fuzzing: View Finding

For more information, check Code Intelligence Fuzzing Academy

’
Gl) cifuzz bot commented on Jan 21

File Coverage

wehbgoat-server/src/main/javalorg/owasplwebgoat

HSQLDBDatabaseConfig.java G 100%
StartWebGoat.java G 100%
webgoat-lessons/secure-passwords/src/main/javalorglowaspl/webgoat/secure_password
SecurePasswordsAssignment.java G 100%
SecurePasswords.java G 100%
webgoat-lessons/webgoat-introduction/src/main/javalorg/owasp/webgoat/introduction
WebGoatintroduction.java G 100%

webgoat-lessons/challengel/src/main/javalorglowaspl/webgoat/challengesi/challenge6

ChallannaR iaua SR 1 NN0A

Verified

Verified

X 5ed2481
X 92ced84
X 58bb966
X 930b628

X ed0fbba

@ ces

GD Projects Organizations

WebGoat

1 Overview

@ AllFindings 283
v @ Fuzz tests 1

fuzz_all_endpoints
+ Add fuzz test

@ Code Coverage

@ CI/CD Configuration

s/ + 2 O

Vulnerabilities Bugs Code Smells
+3 compared to previous no changes -1 compared to previous
54 Findings in total 62% Code Coverage
+2 compared to previous +3% compared to previous
< PREVIOUS RUN Y master with 54 findings ~ NEW RUN > ‘
MOST IMPACTED FILES MOST SERIOUS ISSUES

webgoat-lessons/.../SqllnjectionLesson4.java SQL Injection
webgoat-lessons/.../SqllnjectionLesson2.java @ Cookie Without SameSite Attribute @
webgoat-lessons/.../Assignment5.java m Cross Site Scripting Weakness @
webgoat-container/.../StartLesson.java java.lang.NullPointerException O 14
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Takeaway: Instrumented Fuzzing Improves Web Testing Immensely

code intelligence

Higher code coverage

Improved bug detection

Perfect fit for CI/CD
Integration
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