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Developers know...

… code architecture/contracts

… expected behavior

… weaknesses

“Lone warrior”
approach not sustainable



Mutual Trust Relationship



The Do’s and Don’ts
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Ninja Style

Build fuzzer alone and in secret

Rapid fire bugs at developers

“They’ll never know 
what hit them. 
Tehehe!!11oneeleven”
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Overwhelmed

Defensive Behavior

Lack of Resources

Code Ownership Bias
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“please stop filing fuzz bugs 
for the next few weeks until 

they can be addressed.”
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DON’T

Surprise your 
developers

Act superior or 
adversarial

Assume equal 
priorities
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Bugs must be fixed

“That bug isn’t 
interesting, please 
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Bugs must be fixed
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“Contract” about what constitutes a bug

Bugs must be fixed

“... but that’s not a bug.”

Example Requirement
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$ js
js> print("Hello watman")
Hello watman
js> 



$ js
js> print("Hello watman")
Hello watman
js> crash();
Hit MOZ_CRASH(forced crash) at shell/js.cpp:3700
Segmentation fault



$ js --fuzzing-safe
js> 



$ js --fuzzing-safe
js> crash();
typein:1:1 ReferenceError: crash is not defined



Requirements vs. Goals

DeveloperFuzzing
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Fuzzblockers

Disruptive effect on 
fuzzing operations

(e.g. highly frequent,
resource intensive)

+ Hard to avoid

Highest Priority for Fuzzing

(Usually) low priority
for developers

Try writing a fix yourself!
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I want you to fix a bug

You learn something
about the code

You learn something
about development

You can progress faster

Developers will be happy
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When to Fuzz?

As early as possible (*)

Earliest version with 
well-defined behavior

Could help 
developers
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DO: Measure
Code Coverage SHARE!



DO: Educate



Fuzzing is Teamwork



Thank You


