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FuzzCon Europe 2020

2018 2019 2020 :

Started as a meetup FuzzCon Europe 2019 - FuzzCon Europe 2020 -
What’s all the Fuzz About? Fuzz Your Software
~ 20 people ~ 60 people ~ 600 people
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Code Intelligence Hosting FuzzCon Europe 2020

¢,

Sergej Dechand
CEO & Co-Founder

Usable Security Background

~ Fraunhofer

FKIE

I
\

code intelligence

Code Intelligence

Vision: Easier access to modern
software testing techniques for
everyone

www.code-intelligence.com



https://www.linkedin.com/in/sergej-dechand/
https://twitter.com/serj_de

Code Intelligence Team
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What is Fuzzing?

1. Ohyes, | heard about fuzzy logic in university
2. Just testing with random inputs

3. | want to use fuzzing ASAP
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Participants of FuzzCon Europe

| know nothing

I've heard of it
before

I'm just learning
about it

I've used it before

I'm an expert

0% 10% 20% 30%
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Evolution of Software Testing

=

Manual testing

e Static analysis e Modern Fuzzing

Techniques: Techniques: Techniques:
Code reviews, manual Pattern search: CFG, DDG Coverage-guided fuzzing
checks & exploitations
Advantage:
Advantage: Works without running Advantages:
Finds deep bugs Finds lots of bugs!
Disadvantage: (Almost) no false positives
Disadvantage: Finds too much or nothing
Time-consuming, needs at all

experts to conduct

code intelligence

lcons by Noun Project



https://thenounproject.com/

Fuzz Testing in Security Research

Automated Software Testing is an almost solved
problem: Fuzzing + Symbolic Code Execution

Ain’'t nobody got time for that
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Fuzzing in Large Scale

Tech Leaders find

80 %

of their bugs with
FUZZING

1800 11687 19789 16108 5200

MICROSOFT OFFICE LINUX GOOGLE CHROME OSS-FUZZ MOZILLA FIREFOX
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Early Random Testing

Random Punch Car

1960s
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Fuzz it like it's 89

Random Inputs

1989
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Unit Testing and Dumb Fuzzing

9auabl||81ul 8p03

Random Mutations _
Data from Unit Tests Image Parser
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Modern Fuzzing Using Instrumentation for a Feedback Loop

Smart Mutations

>

Instrumented Image Parser

Ig€
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Human Aspects

Developer Acceptance
o Developer acceptance when setting up the first time

o Not all bugs are equal

o NIH

Learning Curve

o How to deal with new technology v

o Understand new concepts
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https://bit.ly/2AB5gGa

s .

SEPTEMBER 8, 2020

§

Matthew Smith

Professor
University of Bonn, Fraunhofer FKIE

1030 -11:00

Usability Issues of Modern
Fuzzers

Staff Security Engih@@-*

Mozilla

11:30 - 12:04
The Human Component In

Automated Bug Finting

o1 Ellz7




Development Processes / Corporate Aspects

YOURICODEICAN-TFAIL UNITTESTS

IEYOU;DON'T MAKE UNIT TESTS
e Scalable fuzzing infrastructure finding security and stability

issues in software Unit TEStS? We Ca n,t dO that herE!

e Google uses ClusterFuzz to fuzz the Chrome Browser /
OSS-Fuzz
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SEPTEMBER 8, 2020

—

Alexa nder WETEY:

Gotz Martinek Tobias Esser :

Managing Director Head of Security Testing Vice President % Project —

sodge IT imbus Code Intelligence S == Bosch-Corporate Research I
— ——

12:00 - 12:30
Fireside Chat: Fuzzing for

Industry Use Cases \

b - 15:15

t's different about fuzzing
fomotive Software?
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Structure Awareness
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Sirko Hoer

Vulnerability Expert
German Federal Office for Information
Security [BSI)

14:15 - 14:45

Fuzzing Suricata: Finding
Vulnerabilities in Large
Projects

Cornelius Aschermann Sergej-'i'Sc iulo . Bhargava Shastry ——
AR T — e

Emefeum_Fnu nﬁ’crtroﬂ— ——

e — _— e
— e —
—

5 L -17:00
ﬁ;gthe Solidity compiler

Security Researcher Security-Researcher =
Facebook Ruhr-University Boe ”‘*W?A,..f___

15:15 - 15:45
Stateful Fuzzing with

Snapshots \\\\\\\
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Further Issues to do “Deep Fuzzing”
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FUZZCON
c W ROPE

SEPTEMBER 8, 2020

Marcel Bohme Andreas Zeller Sebastian Poplau

L'lkj" - “i—-wf—"lll'-‘l;ll

Senior Lecturer Professor Security=Researchers . Principa Wate-Engimesr——
Monash University CISPA Helmholtz Center for Information Systems Security Group Eurecom (i ' I — —
Security h Tl e s

11:000 - 11:30 15:30 - 14:15 15:45 - 1615
~uzzing: Challenges and Taming Fuzzers Symbolic Execution -
Reflections thatand how to make

efficient?

N challenges of "deep”
zZing




Web Applications

Most-Common Use Cases: Web Services ' ; © o
() 1oT " Sprjgpgpsoot P o zzg;ctfy
e REST + URL-Encoded . -
") Mobile Gaa:.:; J | Sprrpgpzoot & girc;:itt) Bregker
e Protobuf — —
O g oo

OWASP Top 10
e Black-box approaches (OWASP Zap, etc) | .

OWARSP

Open Web Application
Security Project

e Guided fuzzing just starting for Java etc.
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™

QETRELCED Open Q & A Sessit

Chief Scientist - =

Code Intelligence — —=

17:00 - 17:30 18:30 - 19:00
Cl Fuzz - Continuous Fuzzing Ask the Experts
of Network Services op}n\w




Fuzzing in the Industry

“With Code Intelligence, securing your “Code Intelligence enables us to easily “Such software security testing
software can take new paths in terms Integrate alternative automated approaches have uncovered
of quality and efficiency.”’ approaches to ensure quality.” vulnerabilities in open source projects.”
Thomas Tschersich // Chief Security Officer // Helge Harren // SVP Application Development Rakshith Amarnath // Project Lead //
Deutsche Telekom AG Trading // Deutsche Borse AG Bosch Corporate Research

DEUTSCHE BORSE
GROUP

. o) : ! &%
E'j !NaEECméR sopra = steria 25X Xessio €eSC rypt Intevation ..5.0‘3'92 T and more



Conclusion

1. Fuzzing superior

2. Get’s traction in practice

3. Today: Talks from fuzzing experts
tackling challenges

“With the Open Bosch Award, we honor the best A~ | peurscnesonse T = =« @ BOSCH )

GROUP

DCSO

Technik furs Leben ENGINEERING SECURITY

startup collaboration worldwide.”

- Dr. Michael Bolle, CTO Bosch

GmbH

atessio  escrypt  soprassteria  Intevation



